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Program Wireshark slouzi na sledovani komunikace mezi zafizenimi propojenymi pomoci LAN
sité. Komunikujici zafizeni (napfiklad PBX propojend s GSM branou pomoci LAN) si mezi sebou
vymeénuji pakety, které tento program odchytdva. Wireshark je distribuovan pod Open source licenci
(http://www.wireshark.org/download.html).

Ktomu, abychom byli schopni komunikaci odchytavat musi vSechny pfistroje patfit do
stejného segmentu sité (musi byt vzajemné propojeny hubem = rozbocovacem). Pokud nemame
hub, mlZeme pouzit i switch jen v tom pripadé pokud podporuje port mirroring
(http://en.wikipedia.org/wiki/Port_mirroring).

Takze odpovidajici schéma je zde:

2N device

HUB

Instalace:
Stahnéte program a odpovidajici instalator (napf. Windows installer).

-

Waelcome to the Wireshark 1.0.8
Setup Wizard

This wizard will guide vou through the installakion of
Wireshark,

Before starting the installation, make sure Wireshark, is nok
running.

Click 'Mesxt' ba conkinue,




"% Wireshark 1.0.8 Setup

Choose Components

Choose which Features of Wireshark 1.0.8 you wank to install,

The following components are available for installation.

Select the type of install:
o, select the optional

companents you wish to
inskall:

Space required: 90,2ME6

rullsaft Install System w2, 44

Wireshark § 4 A= intEet'F.Eu:Ee:l

+- B Wireshark

Rawshark,
- [ Plugins | Extensions
Tools

— Descripkion

Pasition Your mouse over & component ko see jts
descrpkion,

< Back I Mext = I

"% Wireshark 1.0.8 Setup

Select Additional Tasks

Which additional tasks should be doney

—Creake Shortouts
Iv &
[T Deskrap Icon
v Quick Launch Icon

— File Extensions

¥ Associate trace File extensions to Wireshark (Sww, acp, apc, ate, bfr,
cap, enc, erf, fdc, pcap, pkk, snoop, sy, tpe, trl, trace, tro, wpc, wpz, rF5)

rullsoft Install System w2, 44

< Back I Mext = I




i

Choose Install Location
Choose the Folder in which ko install Wireshark 1,0.8, i

Choose a direckory in which ko install \Wireshark.

Destination Folder

_:\Program Files shark. Browse, .. |

Space required: 90,2ME6
Space available; 76.5GE

rullsaft Install System w2, 44

< Back I Mext = I Cancel |
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Install WinPcap?
WinPcap is required ko capture live nebwark. daka, Should ‘WinPcap be installed? i

— Currently inskalled WinPoap wersion
NP cap is currently. not installed

—Inskall
v Install WinPean 4.0, 2
[Use Add/Remaove Pragrams Firsk bo uninstall any undetected old WinPcap versions)

~Services
¥ Start WinPcap service "MPF" at startup
(50 users withaut Administrakar privileges can capkure)

Wehat is WinPcap?

rullsoft Install System w2, 44

< Back I Inskall I Cancel
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Welcome to the WinPcap 4.0.2
Setup Wizard

This WWizard will guide wou through the entire WinPcap
installation.

For more infarmation or support, please visik the WinPcap
home page.

hitkp: /sy winpoap, org

Cancel |

< Back

i

Completing the WinPcap 4.0.2
Setup Wizard

WinPcap 4.0.2 has been installed on your compiker,

Click. Finish ba close this wizard,

= Back

Zancel |




% wireshark 1.0.8 Setup o [

Completing the Wireshark 1.0.8
Setup Wizard

wWireshark 1.0.8 has been installed on wour computer,

Click. Finish bo chose this wizard,

¥ Run Wireshark 1.0.5

[T Show MNews

Zancel

= Back I Einish I

Spusti se aplikace Wireshark:

T3l The Wireshark Network Analyzer - |EI|5|
File=  Edit Wwiew Go Capture Analyze  Stakistics  Help
W g EX: Bla«ew T &|DBEaa -
\ A\

Eilter:l \\ \\ \ * Expression... Clear ﬂ&

3. restart ) ]

Aplikace filtru
2.sto v g
P Odstranéni filtru
1. start

| Ready to load or capture | Mo Packets Prafile: Default v

Start odchytavani: ,Capture->Start” nebo pres ikonku 1
Konec odchytavani: ,,Capture->Stop” nebo pres ikonku 2




Restart odchytavani s vymazanim predeslych paketi: , Capture->Restart” nebo pres ikonku 3
UloZeni vysledku: , File->Save As->Wireshark/tcpdump/... -libpcap(*.pcap;*.cap)

Nacteni uloZzeného tracu: , File->Open”

Aplikovani filtru:

1) Chci filtrovat podle zdrojové IP adresy — napf: ip.src_host=="192.168.5.7“

2) Chci filtrovat podle cilové IP adresy — napf: ip.dst_host=="192.168.5.7“

3) Typ protokolu: tcp, udp, sip, ...

4) Jednotlivé podminky se daji logicky spojovat: and, or, not, ...

5) Pro potvrzeni filtru — Apply, pro vymazani filtru — Clear

Ptiklad odchycené sitové komunikace:

"I pokus_wireshark.pcap - Wireshark 101 =l

File=  Edit Wwiew Go Capture Analyze  Stakistics  Help

Boa @l BEEXESES| AT L|IEEB|l QA @ -

Eilter:l >  Expression... Clear Apply

Mo, - | Time | Source | Destination | Protocol | Info ;I
L a e r  ma L a T v g M-t ee— LT Or -1 =1F F=T. OO = 52708

Framega wtes on wire, 956 hytes captured)

[+]

Obsah vybraného paketu ’

7 5. ] B.2. : Source port: distld
58 6.055340 1592.168,2.178 239.255,255.250 SSDP M-SEARCH * HTTR/1.
79 6.055288 192.1468,2.128 239.255.255.250 SSDP M-SEARCH * HTTR/1.
60 6. 079625 HewlettP_4e:82:26 Broadcast ARP who has 152.168.1.
6. 038035 152.168.2.139 152.168.3.255 MENS Mame guery MBE SERWV
6. 098102 Kollmorg_fl:259:50 Broadcast ARP who has 1%92.168. 2.
G, 279981 192.168.1.22 192.168.3.255 MENS KMame guery MNE DC2Nj
il | i

=] I, 5rc: HwServer_00:bb:97 (00:03:59:00:hbb:97), Dst: Broadcast (ff:ff:ff:ff:ff:ff
otocol, Sre: 192.168.2.56 (192.168.2.56), Dst: 255.255.255.255 (255.255.255.255
H User D \M Protocol, src Port:<ddstinct (99950, Dst Port: distinct (99990

=] as)

1| |
0000 ' : ol 08 0 e ﬂ
0010 [HERE 1 ag 02 38 £ 7. ..... @,

0020 . e

00s0 1.

0040 5 UTF

(AIALAR] ; c - j
Frame (Fframe), 956 bytes | Packets: 63 Displayed: 63 Marked: 0 | Profile: Default v




Ptiklad odchycené sitové komunikace po aplikovani filtru:

7! pokus_wireshark.pcap - Wireshark 10| x|

File Edit Wiew Go Capture Analvze Statistics Help

& o e BEEXX2E A+ TL|I|EB QaaaB|ld -

Filter: Iip.src_host=="192.168.2.56" and udp ¥  Expression... Clear Apply |

Mo, - | Time | Source | Destination | Protocol | Info ;I
27 2.6B34493 152.168.2. 56 255.255.255. 255 T3] Source port: disti
36 3.F03857 152.168.2. 56 255.255.255. 255 UoP Source port: disti
57 b S ] 15/, LR SoUrce part: disti

0 | i

Frame 57 (956 bytes on wire, 956 bytes captured)

Ethernet II, Src: HwSerwer_00:hb:97 (00:0a:59:00:bb:97), D0st: Broadcast (Ff:ff:ff:ff:Ff:ff

Internet Protocol, src: 192.168.2.56 (1592.168.2.560, Dst: 255.255.255.255 (255.255.255.255,

User Datagram Protocol, Src Port: distinct (9995), Dst Port: distinct (9995)

Data (5914 bytes)

1] | »

cooo  £f £F £f £ £ £F 00 0a 5% 00 bh 9% 08 00 45 00 ... .. ... A E. ﬂ

0010 03 ae df 88 00 00 40 11 dd4 76 cO a8 02 38 ff £Ff  ...... g, .w...8..

o020 ff £F 27 of 27 Of 03 9a 22 fe 3¢ 3f 78 6d 6¢ 20 s Mo e7aml

0030 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 Be version= "1.0" en

0040 63 6F 64 69 6e 67 3d 22 55 54 46 2d 38 22 3T 3Ze coding=" UTF-8"%> j

[aTaR-Nul Pl s 2= EA B E TFE AN BT = =S N Ve B T 1 i B T = | el Y Lo RN e

File: "C:\Usersikremarikd Deskiophpokus_wireshar... |Packets: &3 Displayed: 3 Marked: 0 |Profile: Default 2

Dulezité: pri ukladani tracu kvli identifikaci problému u nespravné fungujiciho produktu,

prosim nepouzivejte Zadny filtr (jednoduse odchytavejte celou komunikaci na LAN). Po

testovacim  hovoru ulozZte Save

libpcap(*.pcap;*.cap) a poslete ndm ho.

vysledek pfes

2N TELEKOMUNIKACE a.s.

Modranska 621, 143 01 Praha 4

tel.: 261 301 111, fax: 261 301 999,
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as>Wireshark/tcpdump/...



